A model for validation and verification of disk imaging in computer forensic investigation by Palaniappan, P. Siva Shamala
vii 
 
TABLE OF CONTENT 
 
 
 
 
CHAPTER              TITLE                   PAGE 
 
  DECLARATION       ii 
    DEDICATION       iii 
  ACKNOWLEDGEMENT      iv 
  ABSTRACT        v 
  ABSRAK        vi 
  TABLE OF CONTENTS      vii
  LIST OF TABLES       xi
  LIST OF FIGURES       xii 
    LIST OF APPENDICES                           xiv 
 
1  INTRODUCTION  
 
  1.1 Introduction       1 
  1.2 Background of the Problem     3 
1.3  Problem Statement      5 
1.4  Project Objectives      5 
1.5 Project Aim        5 
  1.6 Project Scope       6 
  1.7 Summary       6  
 
2   LITERATURE REVIEW 
 
  2.1  Introduction       7 
  2.2 Forensic Computing      8 
2.3 Existing Forensic Investigation Framework   10 
  
viii 
 
 2.4 Existing Tools       12
 2.5 Forensic Software Tools     14 
2.6 Disk Imaging       17 
 2.6.1 Issue Related to Disk Imaging   17 
 2.6.2 Recommended Solutions    18 
2.7 Rules of Forensic Computing     19 
2.8 Validation and Verification     22 
2.9 Validation and Verification Model    23 
 2.9.1 Data Preservation     24 
 2.9.2 Data Analysis      25 
2.10 Daubert Test       26 
2.11 Digital Forensic Problems     27 
2.12 Management Control      29  
 2.12.1 Management Functions    30 
 2.12.2 Process of Control     30 
 2.12.3 The Need for Control     31 
  2.12.4 Important Elements in Control   32 
2.13 Overview on Chosen Standards to Develop Guideline  
 for Validation and Verification of Disk Imaging  34 
 2.13.1 ISO/IEC17025 General Requirements for 
  Competence of Testing and Calibration Laboratories 35 
 2.13.2 NIST: Digital Data Acquisition Tool Test  
 Assertions and Test Plan; and Digital Data Acquisition  
 Tool Specification      37 
 2.13.3 IEEE Standard for Software Verification  
 and Validation       39 
2.14 Significance of Computer Forensic    40 
2.15 Summary       41 
 
3  RESEARCH METHODOLOGY 
 
  3.1 Introduction       43 
  3.2 Research Approach      44 
  3.3 Research Design      45 
ix 
 
  3.4 Preliminary Review      47 
  3.5 Interview       48  
   3.5.1 Formulation of Interview Questionnaire  49  
  3.6 Develop Conceptual Model and Guideline for Validation  
   and Verification of Disk Imaging    49 
  3.7 Survey        51  
   3.7.1 Formulation of Sampling – Target Population 52 
   3.7.2 Formulation of Questionnaire    53  
   3.7.3 Data Analysis Procedure    54 
  3.8 Summary       55 
 
4  CONCEPTUAL MODEL DESIGN 
 
  4.1 Introduction       56 
  4.2 Conceptual Model      56 
   4.2.1 External Components (Supporting)   58 
   4.2.2 Internal Components     60 
  4.3 Guideline of Validation and Verification of Computer  
   Forensic Tool  (Disk  Imaging)    61 
  4.4 Summary       61 
 
5  FINDINGS AND ANALYSIS 
 
  5.1 Introduction       62
  5.2 Availability of Validation and Verification Process  
   for Computer Forensic Tools     62 
  5.3 Forensic Practitioners’ Acceptance of the Proposed  
   Guideline of Validation and Verification in 
   Computer Forensic Tool (Disk Imaging)   64 
   5.3.1 Profile of Respondents    65  
    5.3.2 Digital Evidence Units    66  
   5.3.3 Digital Evidence Policies    68 
   5.3.4 Disk Imaging Tool Specification   69 
 
x 
 
    5.3.4.1 Mandatory Tool Features of Disk  
     Imaging     69 
    5.3.4.2 Optional Tool Features of Disk  
     Imaging     72 
   5.3.5 Test and Calibration Methods and Method  
    Validation      73 
   5.3.6 Quality Management     75 
   5.3.7 Reliability of Digital Forensic Evidence  77 
   5.3.8 Summary Acceptance Level of Proposed Guideline  
    Validation and Verification Computer Forensic  
    Tool (Disk Imaging)     79 
  5.4 Summary       80 
  
6  DISCUSSION AND CONCLUSION 
 
  6.1 Introduction       81 
  6.2 Summary of the Research Findings    81  
   6.2.1 Availability of Validation and Verification 
     Process for Disk Imaging and Study the  
    Available Standards Comply to Validation                 
    and Verification Model     82 
   6.2.2 Develop Conceptual Model and Guideline  
    for Validation and Verification of Disk Imaging 82 
   6.2.3 Validate and Analyze the Proposed Guideline of  
    Validation and verification in Computer Forensic  
    for Disk Imaging     83
  6.3 Contributions of this Study     84  
  6.4 Future Work       85 
  6.6 Concluding Remarks      85 
 
REFERENCES         86 
APPENDICES A-D             91-114
          
 
xi 
 
 
LIST OF TABLES 
 
 
 
 
TABLE NO    TITLE                    PAGE 
 
 
2.1    Proposed Taxonomy: Forensic Computing  
  (Broacek & Turner 2001)      9 
  
2.2  Summarization of the Output Mapping      
  (Siti Rahayu Selamat et al.,2008)     11 
 
2.3  Descriptions of the Forensic Tools     15 
 
3.1  Structure of Questionnaire      53 
 
5.1  Demographic Profile       66 
 
5.2  Tools for Imaging Technology     68 
 
 
xii 
 
 
LIST OF FIGURES 
 
 
 
 
FIGURE NO.    TITLE                                PAGE 
 
 
2.1    Validation and Verification Top Level Model  
   (Jason and Jill, 2007)      24 
 
3.1   Operational Framework of Validation and  
   Verification of Disk Imaging     46 
 
3.2   Process of Developing Conceptual Model and  
   Guideline for Validation and Verification of  
   Disk Imaging       51 
 
4.1    The Proposed Conceptual Model for Validation and  
   Verification Disk Imaging Tools    57 
 
5.1    The Dedicated Unit Purpose     67 
 
5.2   The Dedicated Unit Size     67 
 
5.3   Policy Type       69 
 
5.4    Mandatory Tool Features of Disk Imaging   71 
 
5.5   Mandatory Tool Features of Disk Imaging in  
   Percentage       71 
 
5.6   Optional Tool Features of Disk Imaging   73 
 
xiii 
 
 
5.7    Test and Calibration Methods and Method  
   Validation       75 
 
5.8   Equipment Performance     76 
 
5.9   Methods and Criteria      77 
 
5.10    Reliability Digital Forensic Evidence   78 
 
5.11    Reliability of Digital Forensic Evidence in Percentage 79 
xiv 
 
 
LIST OF APPENDICES 
 
 
 
 
APPENDIX   TITLE                                PAGE 
 
A   Approval Letter to Conduct an Interview  
   and Survey       91
   
B   Questionnaires for Interview     99 
 
C   Questionnaires for Survey               103 
 
D   Guideline for Validation and Verification 
   of Disk Imaging                114  
 
 
 
